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HOLY FAMILY RC PRIMARY SCHOOL

ROCHDALE

ONLINE SAFETY POLICY

	Approved by:
	
	Date:  

	Last reviewed on:
	

	Next review due by:
	


HOLY FAMILY RC PRIMARY SCHOOL

Mission Policy

Holy Family School exists to serve its parish and community by promoting excellence academic, creative and spiritual learning.
Based on the teachings of Jesus Christ and the Roman Catholic Church, the school seeks to provide a happy, safe and inspiring environment where children, staff, parents and visitors feel secure, loved and respected. 
Holy Family Roman Catholic School encourages all its members:
Through WORK: to develop his or her full potential as part of the community and as a unique person made in the image and likeness of God. 
Through WORSHIP: to learn to know and love God and to recognise and respond to the person of Christ in others. 
Through WITNESS: to celebrate Gospel messages including justice and peace
This policy has been approved and adopted by staff and Governors

Signed ……………………………………… (Chair of Governors)    Date ………………

Signed ………………………………………  (Headteacher)             Date ………………
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1. Aims

Our school aims to:  

· Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors

· Deliver an effective approach to online safety, which empowers us to protect and educate the whole school community in its use of technology, including mobile and smart technology (which we refer to as ‘mobile phones’)
· Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate

The 4 key categories of risk
Our approach to online safety is based on addressing the following categories of risk:

· Content – being exposed to illegal, inappropriate or harmful content, such as pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism

· Contact – being subjected to harmful online interaction with other users, such as peer-to-peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes

· Conduct – personal online behaviour that increases the likelihood of, or causes, harm, such as making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit images and online bullying; and 

· Commerce – risks such as online gambling, inappropriate advertising, phishing and/or financial scam

2. Legislation and guidance

This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping Children Safe in Education, and its advice for schools on:

· Teaching online safety in schools
· Preventing and tackling bullying
 and cyber-bullying: advice for headteachers and school staff
· [Relationships and sex education
· Searching, screening and confiscation
It also refers to the DfE’s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.

The policy also takes into account the National Curriculum computing programmes of study.

3. Roles and responsibilities 

3.1 The governing board

The governing board has overall responsibility for monitoring this policy and holding the headteacher to account for its implementation.

The governing board will co-ordinate regular meetings with appropriate staff to discuss online safety, and monitor online safety logs as provided by the designated safeguarding lead (DSL). 

All governors will:

· Ensure that they have read and understand this policy

· Agree and adhere to the terms on acceptable use of the school’s ICT systems and the internet (appendix 3)

· Ensure that, where necessary, teaching about safeguarding, including online safety, is adapted for vulnerable children, victims of abuse and some pupils with SEND because of the importance of recognising that a ‘one size fits all’ approach may not be appropriate for all children in all situations, and a more personalised or contextualised approach may often be more suitable

3.2 The headteacher

The headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented consistently throughout the school.

3.3 The designated safeguarding lead

Details of the school’s DSL and deputies are set out in our child protection and safeguarding policy as well as relevant job descriptions.

The DSL takes lead responsibility for online safety in school, in particular:

· Supporting the headteacher in ensuring that staff understand this policy and that it is being implemented consistently throughout the school

· Working with the headteacher, ICT manager and other staff, as necessary, to address any online safety issues or incidents

· Managing all online safety issues and incidents in line with the school child protection policy
· Ensuring that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the school behaviour policy

· Updating and delivering staff training on online safety (appendix 4 contains a self-audit for staff on online safety training needs)

· Liaising with other agencies and/or external services if necessary

· Providing regular reports on online safety in school to the headteacher and/or governing board

This list is not intended to be exhaustive.

3.4 The ICT manager

The ICT manager is responsible for:

· Putting in place an appropriate level of security protection procedures, such as filtering and monitoring systems, which are reviewed and updated on a regular basis to assess effectiveness and ensure pupils are kept safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material

· Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and that such safety mechanisms are updated regularly

· Conducting a full security check and monitoring the school’s ICT systems on a weekly basis

· Blocking access to potentially dangerous sites and, where possible, preventing the downloading of potentially dangerous files

· Ensuring that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy

This list is not intended to be exhaustive.

3.5 All staff and volunteers

All staff, including contractors and agency staff, and volunteers are responsible for: 

· Maintaining an understanding of this policy

· Implementing this policy consistently

· Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet (appendix 3), and ensuring that pupils follow the school’s terms on acceptable use (appendices 1 and 2)

· Working with the DSL to ensure that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy

· Responding appropriately to all reports and concerns about sexual violence and/or harassment, both online and offline and maintaining an attitude of ‘it could happen here’

This list is not intended to be exhaustive.

3.6 Parents

Parents are expected to: 

· Notify a member of staff or the headteacher of any concerns or queries regarding this policy

· Ensure their child has read, understood and agreed to the terms on acceptable use of the school’s ICT systems and internet (appendices 1 and 2)

Parents can seek further guidance on keeping children safe online from the following organisations and websites:

· What are the issues? – UK Safer Internet Centre
· Hot topics – Childnet International
· Parent resource sheet – Childnet International
· Healthy relationships – Disrespect Nobody
3.7 Visitors and members of the community

Visitors and members of the community who use the school’s ICT systems or internet will be made aware of this policy, when relevant, and expected to read and follow it. If appropriate, they will be expected to agree to the terms on acceptable use (appendix 3).  

4. Educating pupils about online safety

Pupils will be taught about online safety as part of the curriculum:

The text below is taken from the National Curriculum computing programmes of study. 

It is also taken from the guidance on relationships education, relationships and sex education (RSE) and health education. 

All schools have to teach: 

· Relationships education and health education in primary schools

· Relationships and sex education and health education in secondary schools

In Key Stage 1, pupils will be taught to:

· Use technology safely and respectfully, keeping personal information private

· Identify where to go for help and support when they have concerns about content or contact on the internet or other online technologies

Pupils in Key Stage 2 will be taught to:

· Use technology safely, respectfully and responsibly

· Recognise acceptable and unacceptable behaviour

· Identify a range of ways to report concerns about content and contact

By the end of primary school, pupils will know:

· That people sometimes behave differently online, including by pretending to be someone they are not

· That the same principles apply to online relationships as to face-to-face relationships, including the importance of respect for others online including when we are anonymous

· The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how to report them

· How to critically consider their online friendships and sources of information including awareness of the risks associated with people they have never met

· How information and data is shared and used online

· What sorts of boundaries are appropriate in friendships with peers and others (including in a digital context)

· How to respond safely and appropriately to adults they may encounter (in all contexts, including online) whom they do not know

The safe use of social media and the internet will also be covered in other subjects where relevant. 

Where necessary, teaching about safeguarding, including online safety, will be adapted for vulnerable children, victims of abuse and some pupils with SEND. 
5. Educating parents about online safety

The school will raise parents’ awareness of internet safety in letters or other communications home, and in information via our website. This policy will also be shared with parents.

Online safety will also be covered during parents’ evenings.

If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with the headteacher and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the headteacher.

6. Cyber-bullying

6.1 Definition

Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person or group, where the relationship involves an imbalance of power. (See also the school behaviour policy.)

6.2 Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware of it happening to them or others. We will ensure that pupils know how they can report any incidents and are encouraged to do so, including where they are a witness rather than the victim.

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it may take and what the consequences can be. Class teachers will discuss cyber-bullying with their classes.

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other subjects where appropriate.

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training (see section 11 for more detail).

The school also sends information/leaflets on cyber-bullying to parents so that they are aware of the signs, how to report it and how they can support children who may be affected.

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school behaviour policy. Where illegal, inappropriate or harmful material has been spread among pupils, the school will use all reasonable endeavours to ensure the incident is contained.

The DSL will consider whether the incident should be reported to the police if it involves illegal material, and will work with external services if it is deemed necessary to do so.

6.3 Examining electronic devices

School staff have the specific power under the Education and Inspections Act 2006 (which has been increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or files on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where they believe there is a ‘good reason’ to do so.

When deciding whether there is a good reason to examine or erase data or files on an electronic device, staff must reasonably suspect that the data or file in question has been, or could be, used to: 

· Cause harm, and/or

· Disrupt teaching, and/or

· Break any of the school rules

The school’s filtering and monitoring arrangements identifies any breaches of the firewall or attempts to visit inappropriate content in school.  If inappropriate material is found on any device, it is up to the staff member in conjunction with the DSL or other member of the senior leadership team to decide whether they should: 

· Delete that material, or

· Retain it as evidence (of a criminal offence or a breach of school discipline), and/or

· Report it to the police*

* Staff may also confiscate devices for evidence to hand to the police, if a pupil discloses that they are being abused and that this abuse includes an online element. 

Any searching of pupils will be carried out in line with:

· The DfE’s latest guidance on screening, searching and confiscation 

· UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people
· Our COVID-19 risk assessment

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be dealt with through the school complaints procedure.

7. Acceptable use of the internet in school

All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding the acceptable use of the school’s ICT systems and the internet (appendices 1-3). Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant.

Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an individual’s role.  

We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where relevant) to ensure they comply with the above.  Access to devices is restricted to curricular use only and when supervised by teaching staff.  Tablets, laptops and iPads are not used in unstructured times (playtimes, before & after school provision).  Staff are aware of the filtering and monitoring arrangements and uphold the same level of vigilance in ensuring that the policy is upheld.
More information is set out in the acceptable use agreements in appendices 1, 2 and 3.

8. Pupils using mobile devices in school

Pupils may bring mobile devices into school, but are not permitted to use them during:

· Lessons

· Lunch or break times
· Clubs before or after school, or any other activities organised by the school

Phones are to be taken to the school office before the start of the school day where they will be stored in the safe.  Pupils are to collect these at the end of the school day.  Pupils are strictly prohibited from using mobile phones during the school day.
Any breach of the acceptable use agreement by a pupil may trigger disciplinary action in line with the school behaviour policy, which may result in the confiscation of their device.

9. Staff using work devices outside school

All staff members will take appropriate steps to ensure their devices remain secure. This includes, but is not limited to:

· Keeping the device password-protected – strong passwords are at least 8 characters, with a combination of upper and lower-case letters, numbers and special characters (e.g. asterisk or currency symbol)

· Ensuring their hard drive is encrypted – this means if the device is lost or stolen, no one can access the files stored on the hard drive by attaching it to a new device

· Making sure the device locks if left inactive for a period of time

· Not sharing the device among family or friends

· Installing anti-virus and anti-spyware software

· Keeping operating systems up to date – always install the latest updates

Staff members must not use the device in any way which would violate the school’s terms of acceptable use, as set out in appendix 3. 

Work devices must be used solely for work activities.

If staff have any concerns over the security of their device, they must seek advice from John Kenmure (IT Technician) or Helen Arnold (HT).
10. How the school will respond to issues of misuse

Holy Family operates stringent filtering and monitoring processes to ensure safe internet use.  Simple IT Solutions manage the internet access to ensure this is safe for educational use.  Safeguarding Connect is a safeguarding service used closely monitor internet logs passing through the school’s firewall.  Any visits to inappropriate content are raised with school via an alert system for immediate intervention and action.  The service also provides a weekly security analysis report of all internet traffic and usage including attempts to access blocked sites. 

A copy of the filtering menu is available in Appendix 

Where a pupil misuses the school’s ICT systems or internet, we will follow the procedures set out in our policies on Behaviour & Discipline and Acceptable use. The action taken will depend on the individual circumstances, nature and seriousness of the specific incident, and will be proportionate.

Where a staff member misuses the school’s ICT systems or the internet, or misuses a personal device where the action constitutes misconduct, the matter will be dealt with in accordance with the staff disciplinary procedures & staff code of conduct. The action taken will depend on the individual circumstances, nature and seriousness of the specific incident.

The school will consider whether incidents which involve illegal activity or content, or otherwise serious incidents, should be reported to the police.

11. Training

All new staff members will receive training, as part of their induction, on safe internet use and online safeguarding issues including cyber-bullying and the risks of online radicalisation.

All staff members will receive refresher training at least once each academic year as part of safeguarding training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings).

By way of this training, all staff will be made aware that: 

· Technology is a significant component in many safeguarding and wellbeing issues, and that children are at risk of online abuse 

· Children can abuse their peers online through:

· Abusive, harassing, and misogynistic messages 

· Non-consensual sharing of indecent nude and semi-nude images and/or videos, especially around chat groups 

· Sharing of abusive images and pornography, to those who don’t want to receive such content

· Physical abuse, sexual violence and initiation/hazing type violence can all contain an online element  

Training will also help staff: 

· develop better awareness to assist in spotting the signs and symptoms of online abuse 

· develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh the risks up

· develop the ability to influence pupils to make the healthiest long-term choices and keep them safe from harm in the short term  

The DSL deputies will undertake child protection and safeguarding training, which will include online safety, at least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular intervals, and at least annually.

Governors will receive training on safe internet use and online safeguarding issues as part of their safeguarding training.

Volunteers will receive appropriate training and updates, if applicable.

More information about safeguarding training is set out in our child protection and safeguarding policy.

12. Monitoring arrangements

The DSL logs behaviour and safeguarding issues related to online safety. An incident report log can be found in appendix 5. 

This policy will be reviewed every year by the Headteacher & IT Technician.  At every review, the policy will be shared with the governing board. The review (such as the one available here) will be supported by an annual risk assessment that considers and reflects the risks pupils face online. This is important because technology, and the risks and harms related to it, evolve and change rapidly. 
13. Links with other policies

This online safety policy is linked to our:

· Child protection and safeguarding policy

· Behaviour policy

· Staff disciplinary procedures

· Data protection policy and privacy notices

· Complaints procedure

· ICT and internet acceptable use policy

Appendix 1: EYFS and KS1 acceptable use agreement (pupils and parents/carers)

	Acceptable use of the school’s ICT systems and internet: agreement for pupils and parents/carers

	Name of pupil:

	When I use the school’s ICT systems (like computers) and get onto the internet in school I will:

· Ask a teacher or adult if I can do so before using them

· Only use websites that a teacher or adult has told me or allowed me to use 

· Tell my teacher immediately if:

· I click on a website by mistake

· I receive messages from people I don’t know

· I find anything that may upset or harm me or my friends

· Use school computers for school work only

· Be kind to others and not upset or be rude to them

· Look after the school ICT equipment and tell a teacher straight away if something is broken or not working properly

· Only use the username and password I have been given

· Try my hardest to remember my username and password

· Never share my password with anyone, including my friends.

· Never give my personal information (my name, address or telephone numbers) to anyone without the permission of my teacher or parent/carer

· Save my work on the school network

· Check with my teacher before I print anything

· Log off or shut down a computer when I have finished using it

I agree that the school will monitor the websites I visit and that there will be consequences if I don’t follow the rules.

	Signed (pupil):
	Date:

	Parent/carer agreement: I agree that my child can use the school’s ICT systems and internet when appropriately supervised by a member of school staff. I agree to the conditions set out above for pupils using the school’s ICT systems and internet, and will make sure my child understands these.

	Signed (parent/carer):

	Date:


Appendix 2: KS2 acceptable use agreement (pupils and parents/carers)

	Acceptable use of the school’s ICT systems and internet: agreement for pupils and parents/carers

	Name of pupil:

	I will read and follow the rules in the acceptable use agreement policy

When I use the school’s ICT systems (like computers) and get onto the internet in school I will:

· Always use the school’s ICT systems and the internet responsibly and for educational purposes only

· Only use them when a teacher is present, or with a teacher’s permission

· Keep my username and passwords safe and not share these with others

· Keep my private information safe at all times and not give my name, address or telephone number to anyone without the permission of my teacher or parent/carer

· Tell a teacher (or sensible adult) immediately if I find any material which might upset, distress or harm me or others

· Always log off or shut down a computer when I’m finished working on it

I will not:

· Access any inappropriate websites including: social networking sites, chat rooms and gaming sites unless my teacher has expressly allowed this as part of a learning activity

· Open any attachments in emails, or follow any links in emails, without first checking with a teacher

· Use any inappropriate language when communicating online, including in emails

· Log in to the school’s network using someone else’s details

· Arrange to meet anyone offline without first consulting my parent/carer, or without adult supervision

If I bring a personal mobile phone or other personal electronic device into school:

· I will not use it during lessons, tutor group time, clubs or other activities organised by the school, without a teacher’s permission

· I will use it responsibly, and will not access any inappropriate websites or other inappropriate material or use inappropriate language when communicating online

I agree that the school will monitor the websites I visit and that there will be consequences if I don’t follow the rules.

	Signed (pupil):
	Date:

	Parent/carer’s agreement: I agree that my child can use the school’s ICT systems and internet when appropriately supervised by a member of school staff. I agree to the conditions set out above for pupils using the school’s ICT systems and internet, and for using personal electronic devices in school, and will make sure my child understands these.

	Signed (parent/carer):
	Date:


Appendix 3: acceptable use agreement (staff, governors, volunteers and visitors)

	Acceptable use of the school’s ICT systems and internet: agreement for staff, governors,volunteers and visitors

	Name of staff member/governor/volunteer/visitor:

	When using the school’s ICT systems and accessing the internet in school, or outside school on a work device (if applicable), I will not:

· Access, or attempt to access inappropriate material, including but not limited to material of a violent, criminal or pornographic nature (or create, share, link to or send such material)
· Use them in any way which could harm the school’s reputation

· Access social networking sites or chat rooms

· Use any improper language when communicating online, including in emails or other messaging services

· Install any unauthorised software, or connect unauthorised hardware or devices to the school’s network

· Share my password with others or log in to the school’s network using someone else’s details

· Take photographs of pupils without checking with teachers first

· Share confidential information about the school, its pupils or staff, or other members of the community

· Access, modify or share data I’m not authorised to access, modify or share

· Promote private businesses, unless that business is directly related to the school

	I will only use the school’s ICT systems and access the internet in school, or outside school on a work device, for educational purposes or for the purpose of fulfilling the duties of my role.

I agree that the school will monitor the websites I visit and my use of the school’s ICT facilities and systems.

I will take all reasonable steps to ensure that work devices are secure and password-protected when using them outside school, and keep all data securely stored in accordance with this policy and the school’s data protection policy.

I will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they have found any material which might upset, distress or harm them or others, and will also do so if I encounter any such material.

I will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so too.

	Signed (staff member/governor/volunteer/visitor):


	Date:


Appendix 4: online safety training needs – self audit for staff

	online safety training needs audit

	Name of staff member/volunteer:                                            
	Date:

	Question
	Yes/No (add comments if necessary)

	Do you know the name of the person who has lead responsibility for online safety in school?
	

	Are you aware of the ways pupils can abuse their peers online? 
	

	Do you know what you must do if a pupil approaches you with a concern or issue?
	

	Are you familiar with the school’s acceptable use agreement for staff, volunteers, governors and visitors?
	

	Are you familiar with the school’s acceptable use agreement for pupils and parents?
	

	Do you regularly change your password for accessing the school’s ICT systems?
	

	Are you familiar with the school’s approach to tackling cyber-bullying?
	

	Are there any areas of online safety in which you would like training/further training?
	

	Are you aware of the school’s filtering and monitoring arrangements?
	


Appendix 5: online safety incident report log

	online safety incident log

	Date
	Where the incident took place
	Description of the incident
	Action taken
	Name and signature of staff member recording the incident

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix 5: online safety incident report log

Filtering Implementation Menu
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Guest Filter|

Adult/Mature Content

|Abortion

Websites pertaining to abortion data,
information, legal issues, and
organizations. Blocked | Blocked

Blocked

Adult/Mature Content

|Advocacy Organizations

[This category caters to organizations
[that campaign or lobby for a cause by
building public awareness, raising
support, influencing public policy,
etc. Blocked | Blocked

Blocked

Adult/Mature Content

|Alcohol

[Websites which legally promote or
sell alcohol products and accessories Blocked

Blocked

Adult/Mature Content

|Alternative Beliefs

Websites that provide information
about or promote religions not

specified in Traditional Religions or

other unconventional, cultic, o

folkloric beliefs and practices. Sites

that promote or offer methods,

means of instruction, or other

resources to affect or influence real

events through the use of spells,

curses, magic powers, satanic or

supernatural beings. Blocked

Blocked

Adult/Mature Content

Dating

Websites that allow individuals to
make contact and communicate with

each other over the Interet, usually

with the objective of developinga

personal, romantic, or sexual

relationship. Blocked | Blocked

Blocked

Adult/Mature Content

Gambling

Sites that cater to gambling activities
such as betting, lotteries, casinos,
including gaming information,

instruction, and statistics. Blocked | Blocked

Blocked

Adult/Mature Content

Lingerie and Swimsuits

Websites that utilizes images of semi

nude models in lingerie,
undergarments and swimwear for the
purpose of selling or promoting such

items. Blocked

Blocked
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Marijuana

Sites that provide information about
or promote the cultivation,
preparation, or use of marijuana.

Adult/Mature Content

Nudity and Risque

Mature content websites 18+ years
and over) that depict the human body
in full or partial nudity without the
intent to sexually arouse.

Adult/Mature Content

Other Adult Materials

Mature content websites (18+years
and over) that feature or promote
sexuality, strip clubs, sex shops, etc.
excluding sex education, without the
intent to sexually arouse.

Adult/Mature Content

Pornography

Mature content websites (18+years
and over) which present or display
sexual acts with the intent to sexually
arouse and excite.

Adult/Mature Content

sex Education

Educational websites that provide
information or discuss sex and
sexuality, without utilizing
pornographic materials.

Adult/Mature Content

Sports Hunting and War Games

Web pages that feature sport hunting,
\war games, paintball facilities, etc.

Includes all related clubs,
Jorganizations and groups.

Adult/Mature Content

[Tobacco

Websites which legally promote or
sell tobacco products and accessories.

Adult/Mature Content

Weapons (sales)

Websites that feature the legal
promotion or sale of weapons such as
hand guns, knives, rifles, explosives,
etc.

[y ——
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Websites that permit users to utilize
Internet servers to store personal
files or for sharing, such as with
hotes.
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Freeware and Software Downloads

Sites whose primary function is to
provide freeware and software
downloads. Cell phone
ringtones/images/games, computer
software updates for free downloads
are all included in this category.

Bandwidth Consuming

Internet Radio and TV

Websites that broadcast radio or TV
communications over the Internet.

Bandwidth Consuming

Internet Telephony

Websites that enable telephone
communications over the Internet.

Bandwidth Consuming

peer to peer File Sharing

Websites that allow users to share
files and data storage between each
other.

Bandwidth Consuming

streaming Media and Download

Websites that allow the downloading
of MP3 or other multimedia files.

General Interest Business

|Armed Forces

Websites related to organized
military and armed forces, excluding
civil and extreme military
organizations.

General Interest Business

Business

Sites sponsored by or devoted to
business firms, business associations,
industry groups, or business in
lgeneral. Information Technology
companies are excluded in this
category and fall in Information
[Technology.

General Interest Business

Charitable Organizations

Sites for organizations that are set up
with a mission that serves a public
purpose, and are philanthropic in
nature. This category excludes
advocacy or political organizations.





[image: image4.jpg]Financial Data and Services -- Sites
[that offer news and quotations on
stocks, bonds, and other investment
|vehicles, investment advice, but not
online trading. Includes banks, credit
unions, credit cards, and insurance.
Mortgage/insurance brokers apply
here s opposed to Brokerage and
General Interest Business Finance and Banking [Trading.

Sites that cater to groups, clubs or
organisations of individuals with
similar interests, either professional,
social, humanitarian or recreational in
nature. Social and Affiliation
Organizations: Sites sponsored by or
[that support or offer information
about organizations devoted chiefly
to socializing or common interests
other than philanthropy or
professional advancement.Not to be
be confused with Advocacy Groups
General Interest Business General Organizations and political Groups.

Government: Sites sponsored by
branches, bureaus, or agencies of any
level of government, except for the
armed forces, including courts, police
institutions, city-level government
institutions. Legal Organizations: Sites
that discuss or explain laws of various
General Interest Business Government and Legal Organizations_|government entities.

Sites that provide information about
or free downloadable tools for
computer security, but not ordinary
IR S e S it it | i nrnd Sl el ik
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search Engines and Portals

Sites that support searching the Web,
news groups, or indices/directories.
sites of search engines that provide
info exclusively for shopping or
comparing prices, however, fall in
Shopping and Auction.

General Interest Business

secure Websites

Sites that institute security measures
such as authentication, passwords,
registration, etc.

Sites that are used to collect and

General Interest Business Web Analytics assess web traffic data.
Sites of organizations that provide
hosting services, or top-level domain

General Interest Business Web Hosting lpages of Web communities.

General Interest Business

Web-based Applications

Sites that mimic desktop applications
such as word processing,
spreadsheets, and slide-show
presentations.

General Interest Personal

|Advertising

Sites that provide advertising graphics
or other ad content files, including ad
servers (domain name often with 'ad.’
, such as ad.yahoo.com). If  site is
mainly for online transactions, it is
rated as shopping and Auctions.
Includes pay-to-surf and affiliated
advertising programs.





[image: image6.jpg]Websites that cater to fine arts,
cultural behaviors and backgrounds
including conventions, artwork and
paintings, music, languages, customs,
etc. Also includes institutions such as
museums, libraries and historic sites.
Sites that promote historical, cultural
heritage of certain area, but not
General Interest Personal |arts and culture purposely promoting travel.

[Websttes that feature on-fine
promotion or sale of general goods
and services such as electronics,
flowers, jewelry, music, etc,
excluding real estate. Also includes
online auction services such as
General Interest Personal___|Auction eBay, Amazon, Priceline.

Sites that support active trading of
securities and management of
investments. Real estate broker does
not apply here, and falls within
Shopping and Auction. Sites that
provide supplier and buyer info/ads
do not apply here either since they do
not provide trading activities.

General Interest Personal Brokerage and Trading

Websites developed for children age
12 and under. Includes educational
lgames, tools, organizations and
schools. Note that children's hospitals
General Interest Personal child Education are rated as Health.

Websites that host servers that
distribute content for subscribing
websites. Includes image and Web
General Interest Personal content servers servers.

Sites for sending/viewing digital post
General Interest Personal Digital Postcards cards.





[image: image7.jpg]General Interest Personal

Domain Parking

Sites that simply are place holders of
domains without meaningful content.

General Interest Personal

Dynamic Content

URLs that are generated dynamically
by a web server.

General Interest Personal

Education

Educational Institutions: Sites
sponsored by schools, other
educational facilities and non-
academic research institutions, and
sites that relate to educational events

and activities. Educational Materials:
Sites that provide information about,
sell, or provide curriculum materials.
sites that direct instruction, as well as
academic journals and similar
publications where scholars and
professors submit academic/research
articles.

General Interest Personal

Entertainment

Sites that provide information about
or promote motion pictures, non-
news radio and television, music and
programming guides, books, humor,
comics, movie theatres, galleries,
artists o review on entertainment,
and magazines. Includes book sites
[that have personal flavor or extra-
material by authors to promote the
books.

General Interest Personal

Folklore

UFOs, fortune telling, horoscopes, fen
shui, palm reading, tarot reading, and
|ghost stories.
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Games

Sites that provide information about
or promote electronic games, video
lgames, computer games, role-playing
lgames, or online games. Includes
sweepstakes and giveaways. Sport
lgames are not included in this
category, but time consuming
mathematic game sites that serve
little education purpose are included
in this category.

Available

Available

Available

General Interest Personal

Global Religion

Sites that provide information about
or promote Buddhism, Bahai,
Christianity, Christian Science,
Hinduism, Islam, Judaism,
Mormonism, Shinto, and Sikhism, as
well as atheism.

Available

Available

Available

General Interest Personal

Health and Wellness

Sites that provide information or
advice on personal health or medical
services, procedures, or devices, but
not drugs. Includes self-help groups.
[This category includes cosmetic
surgery providers, children's
hospitals, but not sites of medical
care for pets, which fall in Society and
Lifestyle.

Available

General Interest Personal

Instant Messaging

sites that allow users to communicate

in real-time over the Internet.

Available

General Interest Personal

lJob search

Sites that offer information about or
support the seeking of employment
or employees. Includes career agents
and consulting services that provide
liob postings.

Available

General Interest Personal

Meaningless Content

[This category houses URLS that cannot
be definitively categorized due to
lack of or ambiguous content.

Available

Available

Available

Available

Available





[image: image9.jpg]General Interest Personal

Medicine

prescribed Medications: Sites that
provide information about approved
drugs and their medical use.
supplements and Unregulated
Compounds: sites that provide
information about or promote the
sale or use of chemicals not regulated
by the FDA (such as naturally
occurring compounds). This category
includes sites of online shopping for
medicine, as itis a sensitive category
separated from regular shopping.

General Interest Personal

News and Media

Sites that offer current news and
opinion, including those sponsored
by newspapers, general-circulation
magazines, or other media. This
category includes TV and Radio sites,
as long as they are not exclusively for
entertainment purpose, but excludes
academic journals. Alternative
[tournals: Online equivalents to
supermarket tabloids and other fringe
publications.

General Interest Personal

Newsgroups and Message Boards

sites for online personal and business
clubs, discussion groups, message
boards, and list servers; includes
blogs' and 'mail magazines.

General Interest Personal

personal privacy

sites providing online banking,
[trading, health care, and others that
contain personal privacy information.

el it

Pessonsl il

Websites that contain information on
private use or sale of autos, boats,
planes, motorcycles, etc, including
P MR 1y
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Web-based Email

sites that allow users to utilize
electronic mail services.

potentially Liable

child Abuse

Websites that have been verified by
[the Internet Watch Foundation to
contain or distribute images of non-
adult children that are depicted in a
state of abuse.

Blocked

Blocked

Blocked

potentially Liable

Discrimination

Sites that promote the identification
of racial groups, the denigration or
subjection of groups, or the
superiority of any group

Blocked

Blocked

Blocked

potentially Liable

Drug Abuse

Websites that feature information on
illegal drug activities including: drug
promotion, preparation, cultivation,
trafficking, distribution, solicitation,
etc.

Blocked

Blocked

potentially Liable

Explicit violence

[This category includes sites that
depict offensive material on brutality,
death, cruelty, acts of abuse,
mutilation, etc.

Blocked

Blocked

Blocked

potentially Liable

Extremist Groups

Sites that feature radical militia
lgroups or movements with aggressive
anti-government convictions or
beliefs.

Blocked

Blocked

Blocked

potentially Liable

Hacking

Websites that depict llicit activities
surrounding the unauthorized
modification or access to programs,
computers, equipment and websites.

Blocked

Blocked

Blocked

potentially Liable

Illegal or Unethical

Websites that feature information,
methods, or instructions on
fraudulent actions or unlawful
conduct (non-violent) such as scams,
counterfeiting, tax evasion, petty
[theft, blackmail, etc.

Blocked

Blocked

Blocked





[image: image11.jpg]Potentially Liable

plagiarism

Websites that provide, distribute or
sell school essays, projects, or
diplomas

Blocked

Blocked

Blocked

potentially Liable

proxy Avoidence

Websites that provide information or
[tools on how to bypass Internet
access controls and browse the Web
anonymously, includes anonymous
proxy servers.

Blocked

Blocked

Blocked

Security Risk

Malicious Websites

[sites that host software that is
covertly downloaded to a user's
machine to collect information and
monitor user activity, and sites that
are infected with destructive or
malicious software, specifically
designed to damage, disrupt, attack
or manipulate computer systems
without the user's consent, such as
|virus o trojan horse.

Blocked

Blocked

Blocked

Security Risk

Phishing

Counterfeit web pages that duplicate
legitimate business web pages for the
purpose of eliciting financial,
personal or other private information
from the users.

Blocked

Blocked

Blocked

Security Risk

Spam URLs

Websites or webpages whose URLS
are found in spam emails. These
\webpages often advertise sex sites,
fraudulent wares, and other
potentially offensive materials.

Blocked

Blocked

Blocked

Security Risk

Dynamic DNS

[sites that utilize dynamic DN
services to map a Fully Qualified
Domain Name (FQDN) to a specific 1P
address or set of addresses under the
control of the site owner; these are
often used in cyber attacks and
botnet command & control servers.

Blocked

Blocked

Blocked





[image: image12.jpg]Domains that are newly configured or
newly active, but not necessarily

Security Risk INewly Observed Domain newly registered. Blocked | Blocked | Blocked
Domains that were very recently.

Security Risk Newly Registered Domain registered. Blocked | Blocked | Blocked

Urirated Uated Blocked | Blocked | Blocked
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